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1 Deploying RSIGuard

1.1 RSIGuard Standalone vs. OES Desktop
RSIGuard is used by organizations in two top-leagifigurations.

1) Users of Remedy Interactive’s web-based applicattdfS, can use RSIGuard as an
integrated component of the OES. In this integratadiguration, RSIGuard is generally
called “OES Desktop” because it is the desktoperes for the overall OES system.
This solution is generally only appropriate forgar organizations.

2) RSIGuard is also available as a standalone apigiicahdependent of the OES system.
This solution is generally appropriate for orgatias that do not use the OES system.

The primary application, RSIGuard.exe, is physictie same for both RSIGuard
(standalone) and the OES Desktop (OES-integratad)gurations. However, the two
configurations are different and these differeraresdiscussed throughout this document.

When the term RSIGuard is used, the informatiorieppo either configuration. If the term
“RSIGuard Standalone” or “OES Desktop” is usednthes referring to a particular
configuration.

See section 3.3 for additional details about tiffedinces between RSIGuard Standalone and
OES Desktop.

1.2 RSIGuard Component Overview
RSIGuard is an ergonomic software package compafsselveral components:

RSIGuard (RSIGuard.exe) is the application that is insthtd@ each employee’s
computer. It contains features such as BreakTifFagetMeNots, AutoClick,
KeyControl, DataLogger, Work Restrictions, and He&tatus Reports.

Userlinsight (Userinsight.exe) is the application that allomseanployee or an
administrator to view graphs of DataLogger datagimindividual user.

Grouplnsight (Grouplnsight.exe) allows a manager or EH&S staffiew aggregate
data reports based on DataLogger data (and opiyonakr-submitted discomfort
reports called Health Status Repor{RSIGuard Standalone only)

Administrator Consolgpart of RSIGuard.exe) is the tool that providesiamistrators
a single console for accessing all managementifurec{e.g. remote settings control,
reporting).

RSIGuard Web Reporting toolga component of the hosted OES application) allows
a manager or EH&S staff to view aggregated and/iddalized reports for
employees(OES Desktop only)

Except for hosted OES Desktop reporting tools,dlesnponents are delivered in MSI
installation packages.
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Your organization will install RSIGuard’s user coomgnts on employee computers
with a client installation package that includ®SIGuard andUserInsight This
package will be named RSIGuard-Instalersionmsi if you use a standard
installation, or RSIGuard-ourOrganizatiorvVersionmsi if you use a custom
installation.

Organizations that use RSIGuard Standalone witalhnRSIGuard’'s administrator
components on manager/EH&S staff computers witimstallation package
(RSIGuardAdminTools-Install.msi) that includéserinsightandGrouplnsight It is
also required that you install RSIGuard’s user congmts on a manager’'s computer
alongside the manager components as this is reguaraccess th&dministrator
Consoleand for automatic configuration Grouplnsight

Two editions of the RSIGuard client are available.

RSIGuard Stretch Edition — this edition is usedrmst organizations and is
applicable in most office environments.

RSIGuard Call Center Edition — this edition is ubgdcall centers. Your organization
can use a combination of Call Center Edition andt&ih Edition if you have both call
center and non-call center employees. Call Cerdéida provides different defaults
designed to meet the stricter call center envirartireess well as tools to allow for
central control of breaks to allow adjustment fghilow volume calling periods. See
section 1.10 for more infromation.



1.3 The Overall Deployment Process
RSIGuard deployment is generally quite simple amitally involves these steps:

1.

Verify that your organization’s computers can rUal@uard by reviewingystem
Requirements to Use RSIGuard (section 1.4)Conduct any organization-specific IT or
security procedures.

Safety staff should revie®@hoosing Default User Settings  (section 1.5and select any
defaults (if any) you wish to modify.

Safety staff and IT Staff should revigsoosing Administrative Configuration
Settings (section 1.6and provide the necessary information. This reguitetermining
what components of reporting functionality your amgation wishes to utilize.

After receiving a draft settings spreadsheet frauryrganization
(http://www.rsiguard.com/documents/program/ConfidiorzSettings.xly Remedy
Interactive will review your settings specificat®with your IT/Safety staff via phone or
email. Within 3 business days, Remedy Interactiileprovide you with your MSI
software installation package. Seaftware Package Delivery (section 1.11)

Meanwhile, IT staff should review tidetwork Folder Setup (section 1.7section and
configure any necessary network resources (egptiog network folders and setting
permissions). (RSIGuard Standalone only).

If your organization will utilize HR data for regorg and central settings management,
the HR data should be created and placed in tlaitocdefined in step 3 (ssection
1.99. If your administrators will have different legebf access to administrative
functions, you need to configure that as well &s&ion 1.9h

If your organization will utilize features that d&pl on internet access (not typical), IT
staff should revievinternet Access Setup (section 1.8jand insure that necessary
internet access is available.

If your organization will utilize RSIGuard’s discdant surveys (HSRs), IT staff should
review Configuring Health Status Reports  (section 1.9.)(RSIGuard Standalone only)

Inform your employees when RSIGuard will be ingdland provide introductory
information. Seéntroducing Users to RSIGuard (section 2)

10. Deploy the MSI package through your organizatigiferred software distribution

mechanism. Segoftware Installation (section 1.12)

11.Deploy the Administrator Tools to the appropriatel®uard administrator(s) if reporting

and remote settings management functionality igeldby safety staff. The MSI
package is discussed in tR8IGuard Component Overview (section 1.2



1.4 System Requirements to Use RSIGuard
The following list documents the necessary envirennfor using RSIGuard.

Operating System: Windows 7, Vista, XP, 2000, NE, 98, 95. Macintosh OSX
10.4 or later. RedHat Linux v4, v5.

Processor Requirements: Minimum 486, or Pentiunegssor, or equivalent.

Memory Usage: RSIGuard typically uses between @R of RAM, however the
footprint may be lower (due to use of virtual meg)an computers with less
installed memory. Consumption of memory resoursadmilar to WordPad or other
small Windows utilities. As a result, minimum mawhmemory requirements are
dictated by the installed version of Windows anaeotarger applications that are
running, and not RSIGuard.

CPU Usage: Typically below 1%. Windows Task Maragprmally indicates 0% of
the CPU is dedicated to RSIGuard except duringksrednen video stretches are
being displayed (at which point the computer isdgly otherwise idle).

Disk storage: Installation of RSIGuard StretchtiediCall Center Edition v4.0
requires 25MB of disk space. Data stored by RSIGuaes about 175KB per year
per user (i.e., a negligible amount of space).

Network compatibility: RSIGuard is compatible wah standard networks (e.g.,
Windows, Novell) and can be operated over a terhbiaaed system (e.qg., Citrix,
Windows Terminal Services). Please Seever Installation (section 1.12) for an
additional discussion of server installations.

Although RSIGuard can be used without network axagésne wishes to use the
network features of RSIGuard (e.g., roaming prefdata), users need only the
ability to read and write from a network drive. IB8ard requires no other network
services. Management of network file securityose& using Windows file system
security to ensure reliability and to make the iempéntation learning curve as short
as possible.

Network traffic: Network traffic varies based oamerous factors. In a typical
configuration, in which the client is installed thre user's local hard drive, but data
and configuration information are stored on a nekveive, traffic typically involves
3 or 4 network transmissions per hour per userfefvathousand bytes (i.e., a
negligible quantity of bandwidth usage for most poing environments). Because
frequency of transmissions varies based on usetitgcthe theoretical bandwidth
range could average as low as 3K per hour (6bp#),peaks up to 300K per hour
(600bps) per user.

If data and configuration information and software stored on the local machine,
network bandwidth usage is zero.

If users are on thin clients (e.g., Citrix machimeth no local hard drives) or if for
some other reason the software is installed omesastead of the local machine,
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and if stretches are enabled during breaks, thedviidth will increase because the
video stretches will need to be transmitted overrtetwork (assuming the stretch
option is enabled). If the bandwidth requireméntgoroximately 1MB per hour per
user) are too high for your environment, lower baidith videos are available. Please
provide us with acceptable bandwidth levels so arerovide appropriate video
content.

Software compatibility: RSIGuard is compatible witintually any application.
RSIGuard does not install, modify, or remove arsteyn DLLs when installed on
Windows 98 or later and therefore will not affether applications that depend on
these DLLs. Remedy Interactive tracks, investigadad attempts to resolve any
report of software incompatibility. There are ently no reported software
compatibility issues.




1.5 Choosing Default User Settings

RSIGuard is highly configurable to meet user ne®dsen you deploy RSIGuard to your
employees, you may want them to use RSIGuard “biiteobox” with our suggested default
settings, or you may wish to suggest different dié$a Users have the option to adjust many
user settings from their defaults during the ihiBatup Wizard, and users can adjust all user
settings (that you don’t restrict) from the Settiragreen (accessible under RSIGuard’s Setup
menu).

Although our experience has led to very meanindé&fault settings, each organization has
unique needs, so you may wish to specify diffedsiaults for some user settings (e.g. a
particular break regimen, or inclusion of additibRargetMeNot messages).

To specify alternative default user settings, catgthe “User Settings” and the
“ForgetMeNots” sections of the spreadsheet:

http://www.rsiguard.com/documents/program/ConfigioreSettings.xIs

1.6 Choosing Administrative Configuration Settings

Administrative Configuration Settings control orgaation identification, network
configuration, reporting configuration, etc. Thesgtings are not normally adjusted by end
users, but rather are pre-specified for entire gsaaf employees or for the entire
organization.

Specifying these settings generally requires ifiguh both IT and safety staff. Safety staff
should determine what type of reporting functiotyalney need. Key questions include:

Do you want to be able to do aggregate networkpdrtiag and have networked
profiles? If so, where will the networked data/[liesf be stored? Should all
administrators have access to all reporting datitlaa ability to adjust user profile
settings, or do you need an access hierarchy?

Will you collect HR data by exporting from an HRsgym or will you prompt users to
initially provide needed HR data? What fields veiinefit the reporting process?

What features/screens are available to/hidden freens?

Do you want users to complete periodic HSRs (digodrsurveys)?

IT technical staff input is typically not necessémy OES Desktop since data is not stored on
a network and HR data is based on OES HR data.

To specify administrative configuration settingsmplete the “Admin Settings” section of
the spreadsheet:

http://www.rsiguard.com/documents/program/ConfigigreSettings.xlIs
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1.7 Network Folder Setup

RSIGuard stores and reads several types of dgtalXatalLogger and user profiles), all of
which may potentially be stored on a network driifeis section explains how to name the
folder hierarchy and how to manage file accessrigaf the data.

You generally do not need to setup network foldfers

Your data and user profiles are stored on the loaed drive and reports and
startup/newuser scripts are either stored locallynoa web server, or

Your organization uses OES Desktop.

a) Selecting a Root Path

In most cases, it makes organizational sense talpRSIGuard data that is to be stored on a
file server under the same root path. Ideally yoousd select a network root path that all
users can access (e.g., a mapped drive like SAaSpAGuard or a UNC path like
\\AcmeSharedDrive\RSIGuard). If your users areritlisted in several locations that do not
share a common network file server, you may needetatify multiple root paths, or create a
mapped drive name in each location that refers tacaeptable root path for that location.
Another alternative is to use a roaming folder.(af@ll users have a P: drive that maps to a
personal network location, you could use P:\RSI@uar

In some network environments, there are signifitiamé delays (up to 1 or 2 seconds)
to initially access a UNC-specified networked fifehis is the case with your

network, and you configure RSIGuard to store data UNC-named folder, your
users may experience delays when RSIGuard writdetoetwork (although
RSIGuard tries to mitigate this by writing whennssare idle). In most networks,
mapped drives are significantly faster to accessitdNC paths, and are thus
preferable. If a mapped drive is not possible, asdrs only use 1 computer each, you
may wish to store data locally and use the “DailycRBup” feature to copy data to a
network location once a day.

b) Creating the Needed Subfolders
Within the selected root path, you will create samall of these 5 subfolders:

1. Data (e.g., S:\RSIGuard\Data): This folder stores thegesdata (TID and KUF files)
created by RSIGuard client installations (oftelethDatal.ogger data). For more
information about this data, please &&p://www.rsiguard.com/Datal oggerAnalysis.pdf.
Users need read/write/delete permission to at thast personal data files within this
folder. Personal data files are nant¢sbrnameid andUsernamekuf, whereUsername
is the user’s login name. For example, if a usgs o as “jdoe”, their data will be stored
as “jdoe.tid” (for daily usage information) and &e.kuf”’ (for long-term keyboard
statistics). If usernames are not guaranteed tmizgie in your organization, you should
read the end of the “HR Data Integration” sectioi /9. Users do not need the ability to
view a directory listing of the folder. You may Wiso give all users read/write access to
the folder and prevent folder listing, or you maighwvto set permissions for each data file
separately to give each user access to only tHée<2(e.g., with owner-create).
Ergonomic administrators who have permission tenb&ataLogger data (using
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Userinsight or Grouplnsight) need read privilegethis folder, but do not need any
write privileges. Most organization’s (except thodgeo use Remedy Interactive’s OES)
will need this folder.

. Config (e.g., S:\RSIGuard\Config): This folder is usedtore RSIGuard settings.
Filenames are named RSIGuardRoamingProfileernameni whereUsernamas the
user’s Windows login name. Privileges for this frl@re the same as the Data folder,
except that Ergonomic administrators who have pssioin to remotely modify user
settings also need write and delete privilegesimfblder. Most organizations will need
this folder.

. HRData (e.g. , S:\RSIGuard\HRData): This folder holds ybiiR database information
(see section 1.9 for more information about HR ddtamost installations, this data
should only be readable by RSIGuard administraidirite access is only necessary for
the person (or automated process) responsiblesfepiikg the HR data up to date.

. Scripts (e.g., S:\\RSIGuard\Scripts): This folder providgdace for scripts such as the
Startup.txt script (and potentially other scripgsngell) as described at
http://www.rsiguard.com/RSIScript. RSIGuard users should have read permission only.
Only administrators who are authorized to make glabanges to RSIGuard
configuration should have write access to thisdoldNote that if your organization
chooses to store these scripts on your web seymex,Remedy Interactive web server, or
on the local hard drive, then this folder is natessary. Also, in most deployments, this
folder will be empty until some point in the futusen scripts become necessary (e.g. to
make a global change to RSIGuard configurationg piimary reason to create this
folder during initial deployment is so that you ¢tameed to do it later if it becomes
necessary to add scripts.

. Reports(e.g., S:\RSIGuard\Reports): This foldeoidy neededf your organization
utilizes periodic Health Status Reports (HSR) distt surveys. This is a temporary
storage location where submitted HSRs stay urdy #re downloaded by a program
administrator. For details about how this foldensed, se€onfiguring Health/Data
Status Reports (section 1.9c¢). Users need write permission t® fibider, and to be able
to open a pre-existing file and append to it. THeyot need to be able to read the file(s)
stored in this folder. We suggest users be dehiedailowing NTFS permissions:

and :
This allows users to append their HSRs to the “infle” (named “SubmittedHSRs.hsr”)
in this folder without being able to view or othése modify the contents of this folder.
Program administrators who have permission to HWSRs need read, write & delete
privileges in this folder.
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1.8 Internet Access/Proxy Server Setup
Several features of RSIGuard take advantage ofaseéss if it exists:

OES functionality depends heavily on access tarfegyinteractive.com for
configuration, reporting, and messaging

Web-based Health Status Reports (RSIGuard Stanelalaly)
Online registration/license tracking

RSIGuard update functionality

Access to online documentation (e.g., AutoClickeadutorial)

If your organization uses any of these featureay ysers must have internet access. If you
have internet access restrictions for employees, #tcess must be granted to
*.rsiguard.com on ports 80 and 443 (http/http$) adidition, if your organization uses OES
Desktop (OES functionality), then access must batgd to *.remedyint.com and
*.remedyinteractive.com on ports 80 and 443.

Some featuredo transmit personally identifiable information suehnetwork login ID and
RSIGuard profile name. This information is only dises follows: in Health Status Reports,
this information is used to associate transmittaid dvith a user; in online
registration/license tracking, this informatioroisly used to track the usage of an
organization’s license (per section 4.3 of the R&I@ license agreement).

If your organization uses a proxy server in the 8éis environment, RSIGuard will use
proxy settings from Internet Explorer. In general,RSIGuard-specific proxy server
configuration should be required.

If your organization uses a proxy server in theuxienvironment, you will need to define a
proxy server string. You can either provide thexgrstring to Remedy Interactive (to be
embedded in your custom RPM installation packag@)ace it in the environment variable,
HTTP_PROXY. The format for the string is [[usernapassword]@]server:port. Here are
some examples:

168.192.0.1:3128 — server is 168.192.0.1 and p@128. No authentication
required.

@168.192.0.1:3128 — server is 168.192.0.1 andip828. Authentication is
required and the user will be prompted for crecadsiti

joesmith:secret1l23@168.192.0.1:3128 — server is1923).1 and port is 3128.
Authentication is required and RSIGuard will use ginovided credentials. This
method is frequently inappropriate for securitysies.
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1.9 HR Data, Administrator Console and Status Repor ts

a) HR Data Integration

The Administrator Console in RSIGuard and the Ghasight reporting application provide
more sophisticated functionality if you integratR ldata for your employees into RSIGuard.
For example, GroupInsight lets you generate refma$®d on parameters such as employee
location, department, supervisor, or whatever diileéds you may wish to use. In addition,
Grouplnsight lets you send email to groups of usgrs meet your selected criteria — and
those criteria can include HR criteria if HR datantegrated. The Administrator Console lets
you manage groups of users (e.g. changing settiaged on this data if available.

Ideally your organization provides an HR databasé¢ ¢ontains all the fields you want to be
available — however some limited functionality iscapossible in a scenario where you can’t
create such a database and end users providetthei@a survey when they first install
RSIGuard. A user survey is less preferred becalideebhood of user error, the additional
time demands placed on the user, the lack of @sy8i keep data up to date, and because
some functionality requires an actual HR datab#se f

The HR database is generally created by your ozgdon from your organization’s HR
system (or an IT system such as Outlook), and neseds to be transmitted outside your
organization. The database is a text-based CS\tideshould be stored in the location
specified in your RSIGuard Configuration Settingsesdsheet. The file is ideally updated
through an automated periodic export process frour AR system, or alternately, a less
frequent manual export process.

The file is in the following format.

Line 1 of the file is a header line that specities fields (columns) that appear in the rest of
the CSV database file. Here is a sample headerfofiewed by an explanation.

Each field name on the header line is separateddmmma. The first field must be a primary
key (PKEY) which is an identifier that is guarardde uniquely identify an employee. To
specify the primary key, you specify 'PKEY="folled by the PKEY’s name. Generally, this
must be PKEY=login (see below for exception), whigfines that the first field of each line
will be the user’s network login ID. Each subseduaid is optional, and you can add or
remove any other field you want to use. If thedisbme is prefixed with 'KEY=', it means
that the Administrator Console will allow you toogip users by that field and Grouplnsight
will let you compare users based on that field.iGsiby, you would only make fields that
have a “many users to one value” relationship a key example, “Location” is a logical
choice for a key, whereas email address or namédwui be a logical choice for a key. Use
whichever fields you need/want.

You may also omit line 1 to use RSIGuard's defdatabase format. If you omit line 1,
RSIGuard acts as if you had the following headwes:li

# #

Lines 2 thru the end of the file contain the datayiour employees — each line (record)
corresponds to one employee. Here are some saimgéeof data:
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$%& $%(# W *+,-.$-$%/ 0 0,012 3
458+ & 45 4 5%+(# ) | 6-$7-$./ ,012 3
# +638 #  +6(# ) $7*  $-l+ # 7012
1 *+9 1 *+(# )# +*6$-1% $ - #,012
6 0 6(# Y +7:-6:-/ * 9 ,012
## $$3 # #HH#  I$(# %,+-**-%, -0 6012
$*; #H $*(# W .*6-+- %:/ - #,012
770 9 7I(# - %% ,012
1 *%: ## 1 *%(# # *$6-%/- +$$ - #7012
1< %$ 1< %$(# 4 17,-/-.% - #0,012
#1:*38 1 # 1 :*(# )W +:-%7%.0 ,012
6 & 16(# Y ..-+$- 401 ,38 1 3
1.% 1 1 . $(# )% 1$,-%%$-,$, ! ,38 1

If you would like a test database file, you can dmad a sample file at
http://www.rsiguard.com/help/UserMgmt/SampleHR Deg&.

The data in the HR database file may be encrygitgdRémedy Interactive, or by your
organization using a tool provided by us) before@y@laced on your server to provide
additional privacy/security. This is generally meicessary because the HR data file is
generally only available to administrators. Howewadradministrators must have read access
to the HR database file, and if this is a secuwr@tgcern, encryption may be appropriate. The
encryption tool, HRDBEnNncoder.exe can be used edkexr Windows application or as a
command line application. To use as a commandalpdication, the usage is:

HRDBEnNcoder [/q] INFILE OUTFILE

where INFILE is the clear text CSV file, and OUTHIis the encoded DAT file. The /q
option disables any error messages about a midSHgE or a non-writeable OUTFILE.

As stated above, the first column generally musidfened as PKEY=Ilogin. However, in the
rare situation that an organization does not hanmgue logins for each user (or recycles
logins when an employee leaves) you have optiossally the PKEY is a Network Login

ID (NLI or username). The reason for this is th&®uard will save data in files whose
names are based on this value (e.qg., if your Nethusme is “jsmith”, your RSIGuard data
file would be “jsmith.tid”). Furthermore, RSIGuakdows the NLI/username because it can
qguery Windows for it. Thus, RSIGuard automaticiiiypws the PKEY value for any logged
in user. In the HR database, the PKEY must matehjémith). If NLI's are recycled, then,
unless data/config files are deleted before the iNcéused, the old data/config would be
inherited by the new user of the NLI (e.g. curremployee Jan Smith (jsmith) would inherit
from former employee John Smith (jsmith)).

If your organization is in this rare situation, Rsilard allows you to define an alternate
mechanism for naming data/config files (and thisvalue of the PKEY for each user). For
example, you could use "Employee ID" (EID). Buhcg RSIGuard can't simply query
Windows for an EID, it would typically need to gevia another mechanism. One possible
mechanism is that when RSIGuard first starts, ul@¢@ask the user for their EID, and then,
that would be their PKEY — which would then alsedé¢o be the PKEY in the HR database.
The downside of this method is that the user hasanually enter their EID, and inevitably,
mistakes will be made. A user could enter an El& has someone else's (in which case two
employees would be set up with the same PKEY) aldcenter an invalid EID. In either

case, it would be difficult to track down such estddeally, whatever PKEY you use,
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RSIGuard should be able to get the value withokihgsthe user. For example, RSIGuard
can use registry values, environment variableguery URLs. For example, if
HKEY_CURRENT_USER\Acme\EmployeelD is availablejfdhe Environment Variable
EmployeelD is set, or if there were a URL that et current NLI's to EID’s (e.qg.
http://www.acme.com/hrquery?nli=jsmith returns Ei® “12345678") RSIGuard can use
such a mechanism to automatically get EIDs (or edetfield you wish to use in place of
NLI).
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b) Administrator Console Configuration

Because the Administrator Console is part of RSi@ua manager using the Administrator
Console normally does not need to perform any §ipemnfiguration. It automatically looks
for data and network profiles in their default netlwlocations. It automatically looks for the
HR database in the specified location and buildsutter interface accordingly. The only
aspect of Administrator Console configuration tlegjuires explicit configuration is the
creation of Access Controls.

Access Controls define which users a particulariaghtnator is allowed to view, and also
defines which users have access to the Administ@tosole. RSIGuard can be configured
to turn Access Controls off (in which case any wgleo enters the administrative password
can access the data and settings of all users) Gnaevhich case administrators can only
access those users they are explicitly given psrango view).

Access controls can also limit what an administraém do, e.g. view user data, change user
settings, configure where HR data is located, \iesv‘overall user report.”

To define Access Controls, you must create a UMAsdxt file in the same folder as the HR
database is located. This file should be read il users except to the administrator who
defines access rights. Each line of the UMAcces8léxgrants access to one administrator.

Each line is in the format:
12=; =& >?->7-  '9" >?-  '9" >7- 9" @ >?-933 !

The first value is the network login of the admirasor (e.g. jsmith). The next value (the
“base access value”) is either a + or — symbat.i#f the + symbol, it means start by granting
access to all users (subsequent values on thedméhen be used to selectively remove
access to groups of users). If it is the — symiboheans start granting access to no users
(subsequent values on the line can then be usssldotively add access to groups of users).
For example:

A 8>-# 38#
#85-># 38#
#8 -> 7+ > 7$ - ! >

means that administrator jsmith has access tcsalisuexcept those in Chicago, bsanchez has
access only to users in Chicago, and tchan hasatzeall users in building B25 and B27,
unless they are in the IT department, and all usasreport to Doug Jones. In this last
example, because the +Supervisor value comes-dgpartment=IT, IT staff who report to
Doug Jonesvouldbe included. If the —Department=IT came after tBepervisor value,

then no IT staff would be included.

In addition, you can add or remove access typassing +/- followed by:

Unknown — to give access to users who are notdrHfR database. By default, this is
enabled if the “base access value” is + or disalblieds -. In the above examples,
jsmith could access users who aren’t in the HRl@et@, but bsanchez and tchan
could not.

ViewUserData — to control access to the UserIngigitd (enabled by default).
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ViewGroupData — to control access to the Grouptsiigta (enabled by default).

Settings — to control access to remotely changthgraisers’s settings (enabled by
default).

UserReport — to control access to the Overall R&8iGWsage Report (enabled by
default).

Config — to control access to the settings thahghavhere HRData and UMAccess
data is stored (disabled by default unless acc¢dag $s limited to +).

Some examples:

1 >B 1 ## # C# 9 # 3< D
> - 4& B E 4& 8 D
8 >- B E 8 A 8 < D
A 8>>3 < B A 8< ## # #8 # <F; G"09## D

When Access Controls are enabled, a user who dueppear in the UMAccess.txt
database will not have any administrative access.
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c¢) Configuring Grouplnsight for viewing Health Stats Reports (HSRS)

RSIGuard can be set to periodically request thatsusomplete discomfort surveys (HSRS)
that are submitted to a central single databasstbar a network, intranet, or the internet.

HSRs allow an organization to find connections leetawvwhat groups of users “have been
doing” with “how they feel”. These reports also giZH&S staff objective insight into what
risk mitigation actions would be most beneficiaptarsue.

The central database is viewed using the repoapmudication Groupinsight, which is part of
the RSIGuard Admin Installation package.

To help understand the steps required to set upghmsight, let's first look at the basic idea
of how HSR submission works.

We will look at HSRs through the analogy of an dntscause HSRs are conceptually very
similar to emails. When RSIGuard transmits an H&#alogous to sending an email), the
HSR is stored temporarily on either a web servex network file server (just as an email
would be stored on an email server). When you "Byordze" the database in the
Grouplnsight, you are downloading the HSRs fromarer (analogous to checking for and
downloading new email). When you download HSRsy tire removed from the server after
being downloaded, and stored in a Master HSR Datafjast like POP3 email is stored in
an email database).

Unlike with email where a user both sends and veseemails, with HSRs, users only "send
" and administrators only "receive ". Users useRI&#Guard client to send HSRs and

administrators use Grouplnsight t(
receive, view, and analyze them.

F.?; # #< <8
Configuring RSIGuard to send < 4 6 H
HSRs. anq Qrouplnsight to receive )y a1< | < # it
them is similar to setting up an # 41 # B))HI:&
email account. You need to tell J# J & D << 41 8
RSIGuard where to send HSRs 8 B)) HIO D8 8
(i.e. where the web or file server 8 ) < # << < #
is), and you need to tell << 8 #)
Grouplnsight the web or file serve [ &8 44 1<' < 8 8# 2 #
location so it knows where to find 4 )9 T
them to download them. (See # < # K < 5 48
Network Folder Setup (section # K # )
1.7) for information on setting up | 6) <84 <
permissions for the network folder it #oOHH# <
if you choose to submit reports to #8 8 )9 <
file server). 488 #< )

With POP style email, if you download emails frame server to your local hard drive, you
can't read downloaded emails while on a differemdjguter. But if you store your
downloaded emails on a network file server, youread them from any computer with
access to the file server. Similarly, with HSRsyati select a download location on your
local un-networked hard drive, only people withegscto your computer can view HSRs. If
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you select a network location, you can give mudtiptiministrators access to the Status
Report data.

Below is the step-by-step process for configuril@l®uard and Grouplnsight. For
assistance, please contact RSIGuard technical guppo

Follow the steps below to configure and view report

1. Each installation of RSIGuard must be configureddnd HSRs. Since this configuration
is generally built into your custom MSI based omiry@onfig Setings Spreadsheet, each
new installation of RSIGuard will already be praifigured to send HSRs and requires
no specific action on your part.

2. Install the RSIGuard Admin Tools package on theiatstrator's computer. (Available
at http://www.rsiguard.net/RSIGuardAdminTools-Install.exe or on your RSIGuard CD).
This package installs Grouplnsight and Userinsighorting tools.

3. Click the Windows Start button, select Programsl@QRf@rd, "Grouplnsight Reports".

4. Grouplnsight will auto-configure itself based onl&8ard settings. Verify the settings
(see Setup menu, Settings).
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1.10Call Center Integration

RSIGuard Call Center Edition is designed for thik@anter environment in the following
ways:

1. The setup wizard asks questions that are more ppat®e to the call center
environment than to the office environment and i£mshorter than the Stretch
Edition wizard.

2. Default settings are geared towards the time-geitgilemands of the call center
environment (e.g. shorter break durations).

3. Default settings are geared towards non-intrusisetased on the requirement in call
centers that agents never be interrupted duririg. d&larnings are provided if settings
are modified in ways that might be incompatiblehaatill center work.

4. RSIGuard Call Center Edition breaks can be globadiytrolled to reduce the
frequency of agent breaks as a function of calll I ag. so that during heavy call
periods, breaks are reduced or eliminated). Thigpigally controlled manually (e.g.
by a call center manager) using a separate to@dcRISICallVol (see item 6 for
automated alternative).

5. Breaks can be balanced to insure that there amr henge percentages of agents
taking breaks at any particular time.

6. RSIGuard Call Center Edition can optionally be gnégded with call center software if
your call center software provides the necessang APintegrated, RSIGuard can:

a. Automatically adjust break levels based on caluwwts as described in item 4
above.

b. Automatically take agents offline after a call cdetps when a break is
needed, and automatically return them online wherbteak completes.

If your organization wishes to pursue integratiathwour call center software, your call
center IT department should do the following:

1. Provide Remedy Interactive with a list of call acangoftware technologies used at
your organization’s call centers.
2. Provide Remedy Interactive with support contacts/tur call center software. This
means either:
a. Someone at your organization who is familiar wita APIs to the call center
software, or
b. Contacts to appropriate call center software vesdpport.

The call center software API's/services that RSi@ugeeds to access include those
accessible to desktop software (either via thetdgsér via web protocols) to:

Identify call load levels
Identify agent status (e.g. on a call, waitingdarall, offline)
Modify agent status (e.g. switch to offline, switchonline)
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1.11 Software Package Delivery

RSIGuard is normally delivered via download frore 2SIGuard.com web server via a
custom link (for custom installations) or a stambliémk (for non-custom installations). You
can provide the download URL to end users, or ydwstaff can download the MSI and
make it available to users (e.g. via advertisetisok or by using a software distribution
tool to push RSIGuard onto the desktops of new R&8iG users). For an additional fee, you
may request software delivery by CD.

Customized MSI packages can contain script infoionab define default RSIGuard user
and administrative settings, request additionalrimiation from users at installation time,
automatically register RSIGuard, and perform vasiother setup tasks. If your organization
uses web registration, additional customizatiorcesses can be initiated during the
registration process.

Our MSI packages are created to not require anlgdargl/mouse interaction. Upon
launching the installation package, RSIGuard isalled to the installation folder
(“C:\Program Files\RSIGuard” by default) and théware is optionally launched when
installation completes (see section 1.6 to spehifyoption). The MSI package does,
however, contain a visible user interface that shttwe installation progress. If you want to
bypass this, use the /gn MSI option (e.g., RSIGu#amthe-v4SB.msi /gn) and the installation
will be performed silently in the background.

By default, RSIGuard installs a shortcut in thelBkers” Startup folder (or the personal Startup
folder if rights to the “All User” folder are nowvailable at installation), so after RSIGuard is
installed, it will run automatically every time ger logs in. If you want RSIGuard to be installed
only in a particular user’s Startup folder, you cee the MSI command argument

ALLUSERS= (e.g., RSIGuard-Acme-v4SB.msi ALLUSERS*
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Software Installation

a) Standard Installation

In most Windows and Mac environments, it is des@ab install RSIGuard on each user’s
computer. You can use a software distribution li&kel SMS or Active Directory to push
RSIGuard onto users’ desktops, or you can put R&i&Gan your standard desktop image.
You can also install RSIGuard manually on each adepor have users install it
themselves (segelf-Installation Assistance  (section 2.2)).

b) Server Installation for Thin Clients

If your users use terminals without local hard dsie.g., Citrix terminals or other thin
clients), you can install RSIGuard on a server.

The installation, registration, and configurationgess is slightly different in this situation.

Assuming you do not wish to install RSIGuard ontthia client, this is the process you
would typically use in step 7 dhe Overall Deployment Process (section 1.3):

7a. Install (and register) RSIGuard on a file seme location that is read-accessible to
your users.

7b. Modify your organization’s user network stargguipt to launch RSIGuard.exe from
the server at startup.

When installed on a local hard drive, RSIGuard nekiwandwidth is very low. In most
environments, it constitutes a negligible comporadmtetwork traffic.

However in the server installation environment, ®®rd’s video stretches must be
transmitted over the network each time the useysakbreak (for Stretch Edition and Call
Center Edition).

Although these are not large files, if this netwtfic is determined by your technical staff
to be of significance, we have low-bandwidth vemsiof the video files that are high quality,
but substantially smaller in size (and thereforeehmuch lower bandwidth requirements).

If you use multiple servers to serve client commtBSIGuard may need to be installed on
each server. Furthermore, if processes for a ati@ntbe running on multiple computers,
there are some thin client configurations where@fard won't correctly track keyboard and
mouse usage (namely if the RSIGuard process iagtexbfrom the process to which
keystrokes/mouse events are being directed).
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c) Server Installation for Linux

When installing RSIGuard in a Linux environmentyuyean also install RSIGuard on a
server. This makes updating RSIGuard for all usenpler as the executable, libraries, and
resources only need be updated once. To accontpish

1.

Install RSIGuard on an IT computer. You'll use th&se installation to grab the files you
need to put on the server.

Create a folder on the server, e.g. /acme-serv8&&8d. You'll need to set the
environment variable RSIGUARD_HOME to this folder £ach client machine.

Then, within RSIGUARD_HOME, create a bin subfoldand copy /usr/bin/RSIGuard to
$RSIGUARD_HOME/bin.

4. Copy the /usr/share/rsiguard/Resources folder ¢abtblders) to SRSIGUARD HOME

Copy the libraries from /usr/local/lib/libwx* to yw preferred location on your server (it
can be in a location like $RSIGUARD_HOME/lib, btutibesn’t have to be). Use
Idconfig (/sbin/ldconfig $RSIGUARD _HOME/lib) or atteer mechanism to add this
folder to your users’s dynamically linkable libresi

In your users startup process, make sure that $BSRED_HOME/bin/RSIGuard is
launched. For example, in a bash script, you cas&l“RSIGuard &” or
“$RSIGUARD_HOME/bin/RSIGuard &” to launch RSIGuarda separate process to
the executing script.
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2 Introducing Users To RSIGuard

2.1 Welcome Email & Introductory Tutorial

We encourage you to help your employees get fanwlith RSIGuard before it is installed
on their computer by sending them an invitatioteletfThe letter should describe:

Why employees should use RSIGuard
What RSIGuard is
A link to an introductory tutorial

A sample introductory letter is shown below (andvailable online at
http://www.rsiguard.com/SampleOrientationLetter.doc as an editable Microsoft Word
document).

Dear Employee,

As part of our continuing effort to keep our workplace safe, we will be adopting the use of a
software application called RSIGuard from Remedy Interactive, Inc., which is designed to help
prevent discomfort associated with computer use.

RSIGuard will be installed on your computer in the near future, and we encourage you to use it to
help you maintain healthy work habits at your computer.

RSIGuard has many exciting features:

BreakTimer will remind you to give your body enough time to rest between prolonged periods
of computer use. It will also show you video demonstrations of stretches you can do while
resting.

ForgetMeNots will help keep you aware of how you are physically working at the computer by
prompting you with ergonomic tips during brief rests.

ErgoAnswers will help teach you healthy ways to work at your computer.

DatalLogger helps our safety staff understand the best ways to focus future ergonomic efforts
based on how people are using their computers.

Health Status Reports gives you an easy way to keep us informed about how you're doing at
your computer from a health perspective.

AutoClick and KeyControl are features some of you may wish to use to reduce the strain of
using a computer by reducing the number of keystrokes and mouse actions necessary to
perform many actions.

We ecourage you to view a brief RSIGuard introduction at http://www.rsiguard.com/intro.

RSIGuard is designed to work with your needs in mind. We selected this particular package
because it is very user friendly, very customizable to individual needs, and because it sensitively
balances ergonomic principles with the reality of how you work on your computer.

If you wish to know more about RSIGuard, please ask your supervisor.

Sincerely,

Your Health & Safety Team
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2.2 Self-Installation Assistance

In most organizations, IT staff will install RSIQdaor users. However, if your users will be
installing RSIGuard themselves, you can help thgmgibing them some simple installation
instructions.

A sample letter that guides them through the pceprovided below (and is available
online in editable form dittp://www.rsiquard.com/Installationinstructions.doc):

Dear Employee,

Thank you for choosing to use RSIGuard. RSIGuard will help to keep you more
comfortable at your computer.

This email provides instructions on how to download, install, register, and setup
RSIGuard on your computer.

1. Itis a good idea to first close any applications you currently have open.

2. Visit the RSIGuard download page at http://www.rsiguard.com/install and follow the
instructions there for downloading and installing RSIGuard.

3. After installation completes, RSIGuard will automatically launch (and will launch
automatically every time you restart your computer).

4. When RSIGuard begins, it will give you the option of Registering RSIGuard or
starting a 45-day trial. Choose "Register RSIGuard", click “I have my registration
code for this copy of RSIGuard”, and carefully enter the following registration code:

xabc123 <replace with your organization’s registration code>

5. RSIGuard will begin the setup wizard to help you configure your RSIGuard
preferences. The setup wizard is self-explanatory, but if you'd like additional help,
see http://www.rsiguard.com/documents/help/GettingStarted. pdf

At this point RSIGuard is running! Enjoy RSIGuard. Remember, it is there to help you
work with less discomfort and avoid becoming injured. If you have questions or
feedback, please contact your help desk support or email support@rsiguard.com.

Thank you for using RSIGuard!

2.3 Resources for New Users
Although RSIGuard is designed to be self-teachseggeral resources are available for users.

http://www.rsiguard.com/intro — Web-based tutorial that introduces RSIGuard ephc
and features.

http://www.rsiguard.com/help — Online version of the help system that is agbbss
directly from RSIGuard’s Help menu.

http://www.rsiguard.com/usefaq.htm — FAQ about RSIGuard.

http://www.rsiguard.com/visuals.htm — Several videos, brochures, and PowerPoint
presentations for end-users and RSIGuard presenters
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3 Ongoing Management of RSIGuard

3.1 Viewing Datal.ogger Data
RSIGuard Standalone:

RSIGuard records statistics about how a user i&iwgion the computer, such as time spent
on the keyboard vs. mouse, strain exposures, ldeddtkg patterns, etc. This data, which is
called “DataLogger Data”, is recorded daily. Datgger data is the high-resolution data-
source for the summaries provided by HSRs/DSRsgant DatalLogger data file contains
data about only 1 user. For example, whereas HI3&# mell you that over a 90 day period,
a user (or group of users) averaged 6 hours peatdne computer, DatalL.ogger data will tell
statistics such as how many hours one particukarwas at the computer for any particular
day since RSIGuard was initially installed.

To view a user’s data, you can use the RSIGuargaoron application Userinsight. This
application is provided both in the RSIGuard instadn package as well as the
Administrator Tools installation package (availabte
http://www.rsiguard.net/RSIGuardAdminTools-Install.exe).

The main view shows graphs of each statistic afefofou several ways to view the data.

“= Ron.tid - UserInsight

port Length From the view menu, you can select the
| Largs Graphs iwes ——  period of time for which data is shown,
Medium Graphs . H
+ el Graphe Zrths and the graph size (zoom).
v Show Smocthed Curve on Top of Raw Data & Months :{5 You can also Specrfy if ea_Ch day’s data
Show Raw Data Only 1 Year . .
Show Smoothed Curee Only Indradual IS ShOV\_In (raW data) _Or If a SmOOthed
b Rk R (0 curve fit of the data is shown
o Risk Regions {light color) —— X
v Show Risk Regions {dark color} wek (smoothed). You can also view both at
Don't Show Risk Regions once

v Show Health Status Report Dakes

If the user has submitted Health Status
Reports, then you can also opt to show
the dates that reports were submitted

sof— jt 4 on the Datal.ogger graphs.
4-01[\/‘-\7\ A A

UserlInsight allows each user to view their own dBliavever, a password is required to
open up the data file of another user. By defalis, password is “hsr”, but this password can
be changed. In general, data files should be siaradvay that users don’t have read access
to other users’ data (and at a minimum they shoatchave write access).

Display User Informati%. .

v Toolbar
v Status Bar

= — =0
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/
To interpret the meaning of each graph, you can ’h' /
click on the context Help. A window will popup 1&
with a description of how the data can be used, an
how patrticular values/patterns should be interprete

og/z0

OES Desktop:

In the OES desktop, you can view summary datanidividual employees by clicking on the
RSIGuard Summary link:

Summary Report

PRINT ISSUES, RECOMMENDATIONS 8 RISK

«+ Employee Summary
‘HR Profile
‘lssues & Facts
- Activity Log
-Email Log

' Email Employee
‘Hotes Log
‘Current Recs
‘RSIGuard Sum

Smith, John: Summary

SK SUMMARY HF

| Risk Breakdown Office _|

This will give you the opportunity to view eithen2ek, monthly, or annual average
summaries, as well as graphs covering those sanwape



3.2 Viewing Aggregate Data with Grouplnsight Report s
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(RSIGuard Standalone only)

Grouplnsight allows you to look at groups of emgley: usage levels; work patterns;
compliance; and, if your organization employs He&tatus Reports (discomfort surveys),

discomfort information.
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Thisis a
sample
screenshot
from
Grouplnsight.
The left side
shows all the
reports found
in the most
recent search
query. The
right side
shows a
portion of the
report
generated.

The Grouplnsight utility has a powerful databasarae tool to locate employees who fit certain

patterns, and to identify patterns.

You can search by fields such as:
Employee HR identification (e.g., location, depaett) ID#)
Computer usage
Break and ForgetMeNots patterns/compliance
Work restriction compliance
Report details (e.g., date submitted, report sfatus
Discomfort statistics and other user survey feeklfHISR only)

To access the find screen, click Reports, “Finddresp or press Ctrl-F. The window below

appears.



Cusiom Healih Siatus Report Database Search

by Identity
=I-Find by Usage
Hours At Camput
touse Usage
Keyboard Usage
=I-Find by Breaks
BreakTimer

VFind by Location |Los Angeles

r" Find by Windows Username
Fargetiiehaots
=I-Find by Discomfort
Intensity/ Freque
Location
Find by Repart Detai
Find by Other Criter
Load & Save Presets

r" Find by Department
[ Find by Employee 1D#

[ Find by RSIGuard ID#

< >
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You can select as many
criteria as you wish. The blue
“Current Find Settings” box
at the bottom shows in plain
English what the current
search is as you construct it.

You can use the “Find
Advanced” button to search
within a current found set, or
to add the results of the find

Current Find Settings: If location is "Los Angeles" & If mousing over 5 hours/day & IF filed within 30 days

pe) Eind Now

[‘,‘:) Find Advanced

to the previously found set of
records.

You can also save a useful
search for later use.

Cancel

The most interesting search results will relategasstatistics for a particular population with

discomfort to locate causal relations.

When you identify a group of employees with a gaitir issue, you can use the Bulk Email
option in Grouplnsight to send an email to eachleyge with ergonomic tips, product
suggestions, needed workstation or work habits gésror other relevant information.

To access this feature, click Reports, “Send Butial'.

First you'll select the users to send this
email to.

You can either send the email to all of the
users who were found in the most recent
find (i.e. the “current found set”) or you
can select a subset of the “current found
set” and send just to the “currently selecte
recipients”.

You can also specify additional recipients
(e.q., yourself, program administrators,
etc.)

Selecting Recipients

‘who do pou want to zend this email to

" All the users represented in the current found set

&+ 4l the uzers represented by the currently selected reports

Bazed on pour | acarter@E rgoiwizeCompany.com A
selection, your | adavis@EE rgowiseCompany.com
emaill will be | afulton@E rgovwizeComparny.corm
addressed to | ahansen@ErgowiseCompany. com
these 28 users: | ajamizon@E rgowiseCompany. com
amoris(RE rgowiseCompany.com
areed@ErgoWiseEompany.co%
cemith(@E rgotwizeCompary. co
cthompsoni=E rgotvizeCompany. com
cthomton{@E rgovwizeCompany. com
esmith(@E rgoiwizeCompaty. com
imoriz@E rgobwizeCompany. com
kdaviz@E rigoiwiseCompany. com

L =1 illise Ar@F rarlfisal Armnann o

b

Enter any additional recipients separated by spaces [e.g. ‘janizixyz. com bobiEkyz com']:

|ehs@E rogiiseCompany. com

| Mext > |

Cancel




Next, you will compose the
email you wish to send.

You'll need to specify:

who the email is from

(email address). Replies
to this message will also
go to this email address.

A subject for the email
The body of the emaill

When you finish, click the Next
button.

In the next screen you can click
the Finish button to send the
email, or the Back button to
make changes.

Composing the Email

Static:

Frarm: |J oeSmithEE rgatw/iseCompany. com [wour email address)

Subject: |Elgonomic kepboard available

Meszage [Wype your meszage below or copy and paste in a pre-written message)
Dear RS1Guard User

“rou have been identified as having significant typing respongibilities in pour job.
Az aresult, you may request an ergonomic keyboard.
If pou would like bo request a keyboard, please visit:
hittp: //E rgowfizeCompany. comeheergokbd htm
or contact pour supewisor.l

Sincerely,
Ergonomics Staff

< Back | Mext > | Cancel

A more detailed review of Grouplnsight reportinguisilable online at

http://www.rsiguard.com/reports.



3.3 OES Integration
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The OES is a comprehensive suite of tools for miaigagnterprise injury prevention
programs. The OES automates ergonomic self-assessrraining, risk analysis, and

program management. In large organizations, RSiisansually deployed as an integrated

component of the OES (and is often referred to &S Oesktop). In small and mid-size
organizations, RSIGuard is usually deployed asuadstione solution.

This table describes the differences in experidat@een RSIGuard Standalone and OES

Desktop:

OES Desktop

RSIGuard Standalone

Administrators

OES Desktop's reporting tools
are integrated with other OES
tools, and so they are
seamlessly available to
administrators with all the
benefits of role-based-access,
and web-based ease of use.

OES Desktop's data can
optionally be used within the
OES system to provide a more
complete risk picture (e.g. to
consider a mouse-related issue
resolved because this person
rarely uses the mouse, or to
identify them as high-risk
because of excessive mouse
use).

With RSIGuard standalone, you
use our suite of desktop-based
tools to do reporting
(Grouplnsight and Userlnsight).

IT Staff

Because OES Desktop data
storage is generally web-based,
there is generally no need to
identify any local network
resources, and thus there is
also no need to do any local
configuration.

OES Desktop communicates
with the OES, so an additional
configuration step is required to
define how the user initially
establishes a link to the OES
(see discussion below).

If data or profiles are to be
networked, some configuration
work is required (e.g. creating
network folders, setting
appropriate access
permissions).

Employees

Employee experience is
customized based on their
assessment-identified risk
factors (e.g. ForgetMeNot
messages, default settings).

If your organization uses the OES, OES Desktopeathmunicate with the Remedy
Interactive server automatically. Depending on yangianization’s preferences, OES
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Desktop will establish a link with the user's OE®fge by sending their Windows login
name, their email address, or some other idengfpiece of information. If the HR data
your organization provides to Remedy Interactivetams a piece of information that OES
Desktop can determine programmatically (e.g. lagime) then the synchronization is
automatic. If not, then users must be queried danespiece of information that the OES can
use to initially identify who the user is withinglOES (e.g. email address, employee ID).

Once a link has been established, RSIGuard willmamcate with the OES server daily (or
on a different schedule if requested) to transiséige data, and to receive any server
instructions (e.g., new ForgetMeNots, settings stdpents, informational messages to users).

The OES replaces the Grouplnsight reporting toohfost organizations, so, if your
organization uses the RSIGuard-integrated OESskhould disregard sections of this
document referring to Health Status Reports and Bédtus Reports. Additionally, the OES
offers tools for global and group modification ettings that replace those described in this
document.

For additional documentation about the OES, pleas¢éact Remedy Interactive support at
(415)332-6433 osupport@remedyint.com




3.4 Managing the BreakTimer

BreakTimer is a tool in
RSIGuard that reminds users

to take breaks when they hav@EliElEEEEs

- stand up, stretch, walk around
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ESIES

worked for too long without
resting naturally on their own.
The BreakTimer uses a
sophisticated algorithm based
on short and long-term typing
and mousing patterns as well
as natural resting patterns to
determine when to suggest
breaks.

Although the Setup Wizard
will help your users set up an
appropriate reminder

Break Time

Finger Stretch
‘With fingertips (hut not
palms) touching, lower
wour hands from chin
level to chest level.
Rotate fingers toward
hody.

f_ Speak

auzing
(/ iy Twping
-

Time left
in break

1:18

schedule, if users need to fing
tune the schedule, the Setting

Adjust Break Schedul Posty

10min | Post| gmin] Skip Break ]

screen allows you much finer
control.

The Settings
screen shows
what the current
schedule is, and
offers two ways
to adjust the
schedule — a

pledk >etliings

Using the BreakTimer Wizard

Current BreakTimer Settings

Adjust BreakTimer Settings:

ar

wizard, and

Manually {Advanced) J

manually
adjusting settings.

Onaverage, breaks will be suggested every: 44m
(more often when vou work intensely, less often
when wou take rests & work less intensaly])
On average, suggested breaks will last 4m 46s
flonger when wou postpone breaks, or
shorter when wou work weny lightly)
Breaks will be spaced apart a minimum of;. Bo wipimae
Breaks will be spaced apart a maximum of: 2h 36m
“our BreakTimer bre aks start autamatically when needed.
Willpower setting is Medium Mo wwok restriction defined.

Encourage users to try the wizard if they simplytvaore or less frequent breaks, or want
to make breaks more or less intrusive. If userst\iiaer control, however, they will need to
use the manual control. Seip://www.rsiguard.com/help/helpbt.htm for details on adjusting

BreakTimer settings (or visit the Help menu in R&@]).

Remember that some users will resist the idea iofjiderced to take breaks. They can be
helped by changing the Break Interruption Stylés Hlso important to remind users that
taking breaks is proven to be an important compbokpreventing permanent debilitating
injuries. While they may not have symptoms pregeititle nature of repetitive strain injuries

is that they may not present symptoms until a gileat of scar tissue damage has developed.

If RSIGuard sees a user having trouble taking léelg., skipping breaks repeatedly),
RSIGuard will present the user with a wizard thadk elp users resolve their issues.
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3.5 Managing ForgetMeNots

ForgetMeNots is a tool in RSIGuard that
reminds users to notice how they are workit |
(by displaying reminder messages). There ¢ |ncrease circulation by changing your position at
two ways that your organization can use least once every hour.

ForgetMeNots.

MicroBreak - Pause for 12 seconds [x]

1. As an awareness reminder only — when ForgotMeNmteax, they stay on the screen
until the user continues working (i.e. the userdneet explicitly close the
ForgetMeNot window).

2. As an awareness reminder and a microbreak toolenwlorgetMeNots appear, they
stay on the screen until the user stops workingrasis$ for the specified time (by
default, 12 seconds).

These “micro” breaks are given in addition to tiredkTimer breaks because research has
shown increased benefit from having frequent shiaks in addition to longer, less frequent
ones.

The messages ForgetMeNots shows, how it shows thaether or not it imposes
microbreaks, and various other options are condigierin the ForgetMeNots tab of the
Settings screen. Séép://www.rsiguard.net/help/helpfmn.htm for details on ForgetMeNots
settings (or visit the Help menu in RSIGuard).

For OES Desktop, ForgetMeNots messages will incladesages that specifically address
OES-identified risk issues.

3.6 Managing AutoClick

AutoClick is a tool in RSIGuard that provides usanrsay to eliminate single clicks (and in
conjunction with the KeyControl feature, to elimi@@he need to click a pointing device at
all). The feature works by automatically clickindgn@n the mouse cursor is moved to a new
location.

Often IT staff are resistant to provide AutoClickusers because they are concerned that
users will have problems with automatic clickinghMg some users will initially have
trouble, there are good reasons to not only offerféature to users, but to strongly
encourage its use:

Mouse clicking is, in many organizations, the legdtause of discomfort from
computer use.

AutoClick contains several features that makesyda use (e.g., smart avoidance of
false clicks, audio & video cues for clicks, fisathat allow you to customize when
AutoClick clicks and when it doesn’t).

Most users will get used to AutoClick fairly quigkf they give it a chance.

Users can view an AutoClick tutorial during theugetvizard (or access it from the
help pages at any time) to help them learn to uge@lick.
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AutoClick generally needs no additional configusatibut AutoClick filters that define when
and how AutoClick works can easily be created wihesired.

A filter in the AutoClick Filters
setup page that tells RSIGuard
not to click on “Delete” buttons
is built into the default
RSIGuard configuration.

Seehttp://www.rsiguard.net/help/helpac.htm for details on configuring AutoClick (or visit
the Help menu in RSIGuard).

3.7 Managing KeyControl

KeyControl is a tool in RSIGuard that allows usersreate powerful hotkeys that
significantly reduce their use of the keyboard amalise, while simultaneously increasing
productivity. Hotkeys can perform simple functidike:

opening a frequently accessed file

launching a frequently visited website

launching a commonly used application

typing frequently typed text

mouse-free double-clicking, right-clicking, and gli& drop operations

In addition, KeyControl hotkeys can be used to &R SIScript macros than can perform
complex functions (e.g., launching an applicatitven tabbing to a field, copying text from
that field, switching to a different applicatiomdapasting into that application). In general,
non-technical users will require IT staff supparconfigure RSIScript macros. Your
maintenance agreement also provides your IT stgibert from Remedy Interactive to help
identify need for macros, and develop macros tbat yrganization may wish to make
available to groups of employees.

The KeyControl
feature also allows
you to remap the
location of non-
system keys. This is
useful for users
who wish to move
often-used keys to
easier-to-reach
locations.

KeyControl also has an option to allow users to enthe mouse cursor with keyboard keys.

Seehttp://www.rsiguard.net/help/helpkc.htm for details on configuring KeyControl (or visit
the Help menu in RSIGuard).
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3.8 Restricted Settings/Features/Menu ltems & Admin  istrator
Access

RSIGuard allows you to restrict a user’s abilitymodify settings. Any individual setting can
be locked at a particular value. Furthermore, aywidual setting can be restricted to meet
any criteria that can be described using RSIS¢sgx section 3.10 for more information
about RSIScript). Thus the value of a setting cafirbited to a range, can be dependent on
the value of other setting(s), can be dependemt®mlata, or other logic. Defining restricted
settings is typically accomplished as part of thecdication of your custom MSI installation
package. For assistance defining these restrictlariag specification, or after deployment,
please contact your RSIGuard support representative

RSIGuard also allows you to restrict access to ggaf settings (e.g. the ForgetMeNots tab),
menu items, and other features, as described iouttem MSI specification spreadsheet.

If you are at a user’'s computer and need to agessiscted functionality (e.g. to enable a
feature that by default is not available to emp&sjeyou can do so by entering
“Administrator Access” mode.

The typical way to authenticate for administratocess is to hold the CTRL key and click on
the Tools menu. Then, select “Administrator's Ac&e®epending on how you have
configured access to administrator functionality ¢pecified in the custom MSI spreadsheet
specification), you will either be prompted for Administrator’s Access Code (for all
RSIGuard Standalone and some OES Desktop confignsit or prompted to enter your
OES credentials (for some OES Desktop configurajiohhe default access code is
‘adminx’ but this can be changed before or aftetGfard is deployed.

Having administrator access to RSIGuard (whichoisraelated to operating system
administrator privileges) does not give you anyitolgial security access to any other
computer functionality. And while it allows you &aljust the settings of the RSIGuard
instance on the computer on which you are workitndpes not increase your security
privileges. In general, Remedy Interactive doessnigigest taking precautions to prevent
users from accessing this mode. However, if yogaoization is concerned about users
having full ability to adjust RSIGuard settingsetth for RSIGuard Standalone
configurations, you can change the access codediealy; for OES Desktop

configurations, you can select to have administratcess controlled via OES roles and OES
authentication.
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3.9 Moadifiying an Individual’s Settings Locally & R emotely

A user can modify their own settings for
BreakTimer, Stretching Options,
ForgetMeNots, AutoClick, KeyControl and
Personalization Options by clicking on
RSIGuard’s Setup menu and selecting
“Settings...”

As described irthoosing Adminstrative Configuration Settings (section 1.6), you can
restrict access to some or all of these settiniboAgh you generally want to let your users
customize RSIGuard to maximize its benefit to thémare are times when you will want to
force certain settings (e.g., in a call-centeg imgh-risk group that needs a certain break
schedule, etc.)

There are two ways IT staff can modify an indivicei&SIGuard settings.

1. Change the setting at the computer (e.g., by havirsgaff visit the computer or
guide the user over the phone).

2. Use RSIGuard’'s Administrator Console.

The second option requires that your organizatesmdonfigured user profiles be stored on a
network (see€hoosing Adminstrative Configuration Settings (section 1.6)). To modify a
user’s settings remotely from your own copy of R&4@i:

1. Click the Start menu, go to the RSIGuard prograougy and select Administrator’s
Console. Enter your admin password — ‘adminx’ bfadk). The administrator must
have read access in the profiles folder.

2. Select the user to modify and click “View/Edit $ags for Selected User”.

3. You will be placed in the settings screen with that
users current settings. Modify the settings yolhvits
change.

4. Click OK (or cancel) when done. You
will see a confirmation that changes to
settings were written (if any were made).

Visit the Administrator Console helpnvw.rsiguard.com/help/UserMagifor more
information about using the Administrator Console.
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3.10RSIScript Scripting Language

In order to provide high flexibility, RSIGuard inqumorates a scripting language called
RSIScript. RSIScripts can be written to interadiwthe user, adjust RSIGuard settings,
launch applications, open files and websites, perfiogic and math operations, adjust the
user interface, and more.

To insure security, RSIScript is carefully designeaot provide functions that allow general
read or write access to the user’s hard drive anarg.

When we create an MSI installation package, theaR&td executable is always the standard
executable. What customizes RSIGuard is a set 8&ipts that are packaged with your
installation. Therefore, you can view exactly wbastomizations you have in any text editor.

When the KeyControl feature is used to create ngathe macros are written in RSIScript.

When RSIGuard uses web registration codes for ougtdion (for smaller licenses), the
server responds by returning an RSIScript to cug®RSIGuard.

When RSIGuard automatically runs scripts (like @asi startup and newuser scripts), these
are all written in RSIScript.

When RSIGuard
automatically runs
scripts (like various
startup and newuser
scripts), these are all
written in RSIScript.

You can launch an
RSIScript manually
from the Tools menu,
by selecting “Run an
RSIScript”. In
administrator mode,
this option will also
give you the option of
viewing a command
line interface to directly
issue commands to
RSIGuard in RSIScript.

Although most clients will not learn (or need tare) RSIScript, documentation for the
language is available online latp://www.rsiguard.com/RSIScript.
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3.11Global and Group Modification of Settings
There are two mechanisms for changing settingsgmowap-wide or global basis.

For most common changes, you would use the Adma@tConsole. To modify settings for
a group of users, follow these steps:

1. Click the Start menu, go to the RSIGuard prograougy and select Administrator’s
Console. Enter your admin password — ‘adminx’ bfadk). The administrator must
have read access in the profiles folder.

2. Select the group of users to modify, and click"Beoup Settings Change...” button.

3. Select the setting to adjust, the value to adjust iand whether or not you want to lock
the value you are changing. Verify the users yauadnout to change (and uncheck any
you don’t wish to change). Click OK.

For more information on the Administrator Consalec
http://www.rsiguard.com/help/UserMgmt.

More complex group/global settings changes canlastdone that include user interaction,
other extensive Ul, or more complex algorithmicrudes (e.g. changing a value based on an
environment variable, or changing a value to batret to the current value of a setting), can
be done using an RSIScript.

When you initially configured RSIGuard, one of gedtings you specified was a location for
a startup script. This script is generally locateca network file server or on an internet or
intranet site. Each time RSIGuard launches, istiEstthe existence of this file, and if it
exists, executes it.

RSIScript has a facility to specify that certaiti@ts occur to groups of employees by
username, department, location, environment vasaland various other mechanisms. Or,
an action can be specified to occur to all RSIGuesets. Actions can be specified to occur
once or every time RSIGuard starts.

RSIScript can change RSIGuard settings, ask usestigns and perform various actions
based on answers, and much more.FRE&&&cript Scripting Language (section 3.10).

OES Desktop users have additional methods of panfgy group settings changes and
default settings changes. Please contact your suggpoesentative for more details.
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3.12 Software Updates

If your organization has a maintenance agreementwll receive significant software
updates via an updated MSI package (about onceice & year). The updated package will
contain any customizations that are standard far goganization as well as software release
notes (which are also available onlinéntb://www.rsiguard.com/support).

In addition, you have the option of letting youetsdownload updated executables from our
website. If the “Check for RSIGuard Update” menmtis enabled, users clicking on that
option will be told if an update exists. If so, yhean automatically download and install it

(no user-interaction is required once the user sb®to perform the update).

3.13Additional Support

RSIGuard is a powerful tool with many intuitive istiard features, and a rich availability of
more sophisticated tools. If your EH&S or IT staffeds assistance, we are here to help.

For support information, please visitp://www.rsiguard.com/support or call Remedy
Interactive at (415)332-6433.




